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Single Sign-on For Windows Desktop Client

Overview

The Windows Desktop Client will communicate with Microsoft Azure or Google Identity Providers in
order to support single sign-on for users. The goal of single sign-on is to allow the end user to enter their
credentials into the appropriate Identify Provider’s portal and then gain access to the Windows Desktop
Client.

When SSO is configured properly, the end user will be shown a “Login Microsoft” or “Login Google”
button on the Windows Desktop Client’s logon dialog. They will not enter credentials directly into the
Windows Desktop Client. After pressing the Login button, they will be prompted with the Identity
Provider’s logon page. If Google is the Identity Provider, a browser window will open. If Microsoft is the
Identity Provider, a Microsoft logon window will appear.

After entering the correct credentials, the Windows Desktop Client will allow the user access to the
application to send and query faxes. Similar to the SSO support in the Web Portal, a corresponding
Replix user will be created in order to allow the faxing functionality.

Setup Overview

1. The customer registers an application in their Azure or Google account.

2. The unique identifiers for this app then need to be added to the Softlinx cloud for the
organization via the web portal (Administration -> Settings -> SSO). This will allow the mapping
of the unique Identity Provider application ID to a Softlinx Organization.

3. During installation of the Windows Desktop client, the user can select the appropriate Identity
Provider and enter the same IDs. This can optionally be done after installation.
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Creating Microsoft Azure Application

Open a browser and go to: http://portal.azure.com

Navigate to Azure Active Directory -> App Registration. Select “New Registration”.
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Enter the name of the application, such as “Softlinx Fax”. Then select who can use this application. You
should select “Accounts in this organization directory only...”. Select “Register”.
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http://portal.azure.com/

Now select “Add a Platform”.
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Advanced settings

Select “Mobile and desktop applications”.
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Make sure the oauth2 URL is selected. Then press “Configure”.

Configure Desktop + devices X
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Redirect URIs |

The URIs we will accept as destinations when returning authentication responses (tokens)
after successfully authenticating users. The redirect URI you send in the request to the login
server should match one listed here. Also referred to as reply URLs. Learn more about
Redirect URIs and thei
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Navigate to “Token Configuration” and then select “Add optional claim”. Select “ID” as the token type
and select the “email” claim. Then press “Add”.
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This is what you should see after the claim is added.
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Now select “Overview”. You will need the Application ID and Directory ID in the following steps when
configuring the Softlinx portal and installing the Windows Desktop client.

Go to the Configuring SSO on Softlinx Portal (page 10) section.
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Configuring Google

Open a browser and go to: https://console.cloud.google.com

Navigate to: APl & Services -> Credentials ->Create Credentials
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https://console.cloud.google.com/

OAuth client created

The client ID and secret can always be accessed from Credentials in APls &

Services
OAuth access is restricted to users within your organization
unless the OAuth consent screen is published and verified
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Configuring SSO on Softlinx Portal
Log on as an administrator and navigate to Administration -> Settings -> SSO.

Select the Identity Provider and set the corresponding IDs. These IDs are from registering the Azure App
or Google Oauth Client. Select “Save”.
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Now you can install the Windows Desktop client.
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Configuring Windows Desktop Client for SSO
When installing the Windows Desktop Client, select the appropriate Identity Provider and then enter the
correct IDs:

= Replix Windows Client Setup

Single Sign-On

Single sign-on requires Identity Provider information.

(®)None

() Microsoft

() Google

< Back Cancel

¥, Replix Windows Client Setup ) Replix Windows Client Setup

Microsoft SSO GoogleSSO

Microsoft Registered Application Data. OAuth Client Details

Client ID: ‘ 5095394-1a0a-4ech-989a-6¢5sdfsadf445 ‘ Client ID: ‘ 52559815OZES—rfkrisadfasdfsadfv342vgﬂ<2rr05m7kd.apps.googleusercantent|
ient N :

Tenant ID: ‘ 67e2f4-317e-4bfo-b447-e0ba2fsadfbde ‘ ‘ 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Xs |

Client Secret:

<k e < Bk Gncal

or

After the installation is complete, start the Windows Desktop client by double clicking on the icon or
printing a document the Replix Fax printer.

You should see a logon page with a logon button (either for Microsoft or Google). The example below is
for a Microsoft Identity Provider setup.

Softlinx Cloud Fax Service - Login Sewp - [ X

Replix’

| LoginMicrosot |

Copyright © 2022 Softinx. Inc. AN rights reserved.
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Logging in as SSO user to Windows Desktop Client

Select the “Login Microsoft” button or “Login Google” button from the Windows Desktop client Ul. If
Microsoft is the Identity Provider, then the Microsoft login page will appear (see below). If Google is the
Identity Provider, a browser window will appear and you will be directed to the Google SSO logon page.

Select your Microsoft account.

Sign in to your account X |

B® Microsoft

Pick an account

@ I ©softlinx.com
@ Jsmith @I, 0 nmicrosoft.com

-'I— Use another account

Back

Enter your password.

Sign in to your account x

B® Microsoft

« Iesoftinc.com
Enter password

Forgot my password
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Allow access.

Sign in to your account X

B® Microsoft
I CsOftlinx.com

Permissions requested
Softlinx Fax
App info

This application is not published by Microsoft or your
organization.

This app would like to:

\/ Maintain access to data you have given it access to

\~ Sign you in and read your profile

Accepting these permissions means that you aliow this app to use your

data as specified in their terms of service and privacy statement. You can
change these permissions at https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

Cancel Accept

After a successful logon, the main Windows Desktop Application window will appear. The change
password button will NOT be visible.

@‘,‘ Softlinx Fax Windows Client for LOGOUT HELP — M X

Send Fax My Faxes

Recipients:

Cover Page:
‘Delaurt (No Coverpage) [ - ]l

Cover Page Message:

Files to Fax:

Reference Keyword:

| |

| Send After

= |
| send ReplixFax:
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If the Windows Desktop Client is already installed and you did not configure SSO, then you can still
configure SSO. You must start the Windows Desktop client as an administrator. From the logon dialog,
select the settings menu.

Softlinx Fax Windows Client - Login - M X
.
Replix’
Enter your username and password to login.

Username: ||

Password:
Remember my login

Login Cancel

Powered by ReplxFax from Softiinx. Inc 2022

Select the appropriate Identity Provider and corresponding IDs.

SSO Options
dentprover

Client |D: I W = cb-9593-6¢5315979445
Tenant: c6c7e2f4--4bf3-ba4T - I

Save Cancel

Figure 1Microsoft Identity Provider

S50 Options

IdentityProvider:

clientD: N -<krisikesp3viv3d2vgfk2rrOsm?
Client Secret: GOCSPX-0RGTQSibKSIEAD I

Save Cancel

Figure 2Google Identity Provider

Save your changes.
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